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Ausgangssituation
● im Bestand: 

FortiGate FG-200D
– grundsätzlich zufrieden
– Lizenzen auslaufend
– eigentlich überdimensioniert
– Lizenzen für weitere 2 Jahre: ca. 4.300 €

Rene Schwarzinger, Martin Gruber
März 2020
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Weiterführung FortiGate
● FG-100E UTM Bundle

– ca. 8.500 € (5 Jahre)
– Firewall Throughput: 7,4 

Gbps
– Max. packets per second: 6,6 

Mpps
– Ma. Concurrent Sessions: 2 

Mio.

● FG-200E UTM Bundle
– ca. 13.000 € (5 Jahre)
– Firewall Throughput: 20 

Gbps
– Max. packets per second: 

13,5 Mpps
– Ma. Concurrent Sessions: 2 

Mio.
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FOSS
● FortiGate passt als proprietäres Produkt nicht in 

unser Schulkonzept
● Abhängigkeit von einem Anbieter
● zudem insgesamt viel teurer als teuerste 

OPNSense Appliance
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applianceshop.eu (2800 €)

4 x SFP+
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Redundante DACs

Vorher (Fortinet 100D):

4 redundante Trunks = 8 x LAN

Nachher (OPNsense):

1 redundanter Trunk = 2 x SFP+
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Gegenstelle HP5406R

1 GbE / 10 Gb SFP+ Ports

redundante Ausführung
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Vorbereitung
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Anpassungen Core-Switch
● DHCP-Snooping im Switch erkennt, 

dass das Paket nicht von einem 
vertrauenswürdigen Server kommt bzw. 
falsche Informationen enthält, und 
blockiert die Weiterleitung.

● In a similar way to DHCP snooping, 
dynamic ARP protection allows you to 
configure VLAN interfaces in two 
categories: trusted and untrusted ports. 
ARP packets received on trusted ports 
are forwarded without validation.
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DHCP Snooping

https://www.ionos.de/digitalguide/fileadmin/DigitalGuide/Screenshots_2018/dhcp-snooping.png



12Rene Schwarzinger, Martin Gruber
April 2022

Aufteilung
Netzwerke
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Link Aggregation

Redundanz +
höhere Bandbreite

static
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VLANs
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Assignments
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Assignments (Trk 100)
zur Übertragung
der VLANs
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System Settings for WAN

zuvor Gateway nach
außen hin definieren
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DHCP Settings for VLANs
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Overrides
● Within the overrides section you can create separate host definition 

entries and specify if queries for a specific domain should be forwarded to 
a predefined server.
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Aliases
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Aliases
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Rules
● Firewall rules are processed in sequence, first evaluating 

the Floating rules section followed by all rules which 
belong to interface groups and finally all interface rules.
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Floating Rules
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Rules
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Port Forwarding
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Traffic Shaper
● Reserve dedicated bandwidth for a 

realtime traffic such as (hosted) Voice 
Over IP (VOIP) server.

● Share internet bandwidth amongst users 
evenly

● Limit maximum internet bandwidth 
users can consume

● Prioritize Applications (Weighted) using 
Queues

● Multi Interface shaping for a GuestNet

https://docs.opnsense.org/manual/how-tos/shaper.html

https://docs.opnsense.org/manual/how-tos/shaper.html
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Shaper Rules
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OPNsense
Fazit
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